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ABSTRACT
To secure cloud storage and enforce access control, data en-
cryption has become essential, given the ever increasing cy-
ber threat everywhere. Attribute-based Encryption (ABE)
crypto systems are widely considered as a promising solu-
tion under such a context for its security strength, scalabili-
ty and control flexibility. One major challenge, however, for
applying ABE-based techniques in real world applications
is its high overhead in various aspects. In this research, we
are particularly concerned with the storage size expansion
in existing ABE schemes. This combined with the vast-size
nature of the cloud data poses an enormous challenge to the
effective usage of the cloud data storage space and affects
the utility of data deduplication. Normally, data dedupli-
cation is carried out based on identifying similar and even
identical contents both within and between data files, how-
ever, these patterns will be destroyed after performing data
encryption using any semantically secure encryption scheme
including ABE. In this research, we focus on ciphertexts d-
eduplication under ABE, which to our best knowledge is the
first of such an effort. Our fundamental observation stem-
s from the structure of ABE ciphertexts and the possible
similarities among different access structures. We show how
to design a secure ciphertext deduplication scheme based on
a classical CP-ABE scheme by innovatively modifying the
construction with a recursive algorithm, eliminating the du-
plicated secrets and adding additional randomness to some
certain ciphertext. We then give a detailed analysis on the
proposed scheme with respect to both efficiency and secu-
rity. To thoroughly assess the performance of the proposed
scheme, we also implement a prototype system and conduct
comprehensive experiments, which shows that our ciphertex-
t reduplication scheme could reduce up to 80% computation
and storage cost in the best case.
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1. INTRODUCTION
With the rapid growth of Internet users and amount of

information, the benefits of cloud computing services be-
come more and more tempting. However, the wide use of
cloud poses new threats to security and privacy. Cloud ser-
vice providers might not be trusted for financial incentives,
which indicates the concern that personal data will be com-
promised. For privacy and security reasons, one method is
to outsource data in encrypted form.

One disadvantage of encrypting data is that it severely
limits the ability of data owners to selectively share their
encrypted data at a fine-grained level. To address this prob-
lem, Sahai and Waters [12][10] introduced the notion of
attribute-based encryption (ABE). There are two kinds of
ABE schemes: key-policy ABE (KP-ABE) [12] and ciphertext-
policy ABE (CP-ABE) [10]. In a CP-ABE scheme, every
ciphertext is associated with an access policy on attributes,
and every user’s private key is associated with a set of at-
tributes. A user is able to decrypt a ciphertext only if the
set of attributes associated with his/her private key satisfies
the access policy associated with the ciphertext.

One of the main drawbacks of existing CP-ABE schemes
is that they generate big-size ciphertexts (more details about
overhead of existing CP-ABE schemes can be found in sec-
tion 3.4). Our experiment(in Section 3.4) shows that when
we deal with many small files, the ciphertext size will lead to
a significant amount of storage. Moreover, the decryption is
expensive due to pairing operations[17], and the number of
required pairing operations grows with the complexity of the
access policy. Thus the computation cost will also be very
large when there are many attributes. Some papers tried to
solve this problem by transferring some heavy computation
to the cloud side[13][14]. But the overall computation over-
head is not reduced. Notice that the computation overhead
is related to the attributes, and with high probability that
there exist duplicated attributes.

To achieve cost-effective storage, cloud service providers
will perform deduplication in real life application. The tra-
ditional schemes for deduplication are hashing and chunk-
ing.[20][25]. Roughly speaking, the duplicated data chunks
have the same hash value, therefore, only one copy needs
to be stored on the cloud. In a word, these deduplication
techniques are carried out based on identifying similar and
even identical contents both within and between files. Unfor-
tunately, these patterns will be destroyed after performing
encryption over the stored data, because the nature of en-
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cryption is to make all content appear random. There exist
some works[8][11][24] aiming to address this problem, but
none of them provide deduplication and fine-grained access
control simultaneously.
In this paper, we focus on the deduplication techniques on

ciphertexts under ABE schemes, which to our best knowl-
edge is the first of such an effort. Our contributions are
summarized as follows:

• We propose a general ciphertext deduplication tech-
nique in access tree model. In a very high level, in-
stead of generating the secrets from the root to leaf,
our proposed scheme first generates the secrets of the
leaves, then builds the secrets on the non-leaf nodes
in a bottom-up manner. By doing so, we can use the
same secret on leaves with the same attribute. We
also design a one-way function so as to make the se-
crets satisfy the reconstruction property. To compare
the non-leaf nodes’ structure and eliminate the dupli-
cations, we use Merkle hash tree method and design a
tree rebuild algorithm.

• We employ the proposed deduplicaiton techniques to
give a duplication-free CP-ABE scheme based on an
existing CP-ABE scheme[27]. The ciphertext is care-
fully designed so that the data with similar policies can
share some ciphertexts. We also give detailed analysis
showing that the resulting scheme is secure as long as
the security of the original CP-ABE scheme is guar-
anteed. Although our proposed scheme only focuses
on the deduplication of ABE ciphertexts, we will show
how to combine the scheme with the existing dedupli-
cation schemes on files. Both the duplicate encrypted
files and duplicate ABE ciphertexts can be eliminated
in one system.

• We evaluate the performance of our proposed scheme.
Concretely, we first give theoretic analysis of how much
the scheme reduce the computation and storage cost.
Then we implement a prototype of our scheme and con-
duct intensive experiments on it. The results demon-
strate that the computation overhead and storage con-
sumption is reduced by 80% compared with the orig-
inal scheme in the best case. In the worst case, the
additional cost of our scheme is less than 10%, which
will become negligible when the number of ciphertexts
dramatically grows.

The rest of this paper is organized as follows. Related
work is given in section 2. Section 3 describes the back-
ground of the paper. We give the secret reusing technique of
our scheme in section 4. In section 5, a detailed construction
based on the existing schemes is presented. Security issues
of our scheme is analyzed in section 6. Section 7 describes
the implementation of our prototype. The evaluation details
and the result are shown in section 8. Finally we summarize
this paper in section 9.

2. RELATED WORK
Deduplication of encrypted data is an active topic nowa-

days. In traditional scenarios where the data are not stored
in encrypted form, there exist many deduplication schemes
to improve the storage efficiency. The main idea behind
those schemes is to split the files into chunks and marking

them with their hash values. The performance of different
chunking algorithms are shown in [18]. But when data is en-
crypted before being stored, chunking and hashing become
difficult because the contents appear random after encryp-
tion. Note that encrypting the data of the same contents
by different keys will probably give different ciphertexts.
To deduplicate this kind of encrypted data, Douceur et al.
[11] introduced the notion of convergent encryption, which
was extended in [24]. The main idea is using the hashes
of file/chunk as the key for encryption. But this kind of
methods are vulnerable to brute-force attack, as the attack-
er could easily recover the files in a knownlist. To avoid
this kind of attack, a method depending on an additional
independent server was proposed in [8].

Access control in the cloud is more complicated. For pri-
vacy and security issues, the data owner will encrypt his data
before uploading them. However, it will severely limit the a-
bility of data owners to selectively share their encrypted data
at a fine-grained level. To address the problem of enabling
flexible access control over encrypted data, Sahai and Wa-
ters introduced Attribute-based Encryption [10][12]. There
are two kinds of ABE schemes:Ciphertext-Policy ABE(CP-
ABE)[10] and Key-Policy ABE(KP-ABE)[12]. In KP-ABE
schemes, the ciphertext is associated with a set of attributes
while the user’s private key is generated based on his corre-
sponding access policy. While in CP-ABE schemes, a user’s
private key is associated with a set of attributes, and ci-
phertext is encrypted under a specified access structure. In
both types of schemes, a user is able to decrypt a cipher-
text only if the attributes associated with the ciphertex-
t/private key satisfies the access policy related to his pri-
vate key/ciphertext. Some existing access control systems
are built based on these schemes[6][5][16][28].

Most ABE schemes[12][10] are constructed based on Bi-
linear Pairing[17]. Note that the pairing operation is ex-
pensive. Moreover, in those ABE schemes, the number of
pairing operations during encryption/decryption phase in-
creases linearly with the size of ciphertexts. The computa-
tional efficiency will become a bottleneck when the size of
ciphertexts grows. Some papers[22][10][26] gave the detailed
performance analysis of ABE schemes. To largely eliminate
the computation overhead for users, One solution is to split
the computation to multiple phases and move the hard part
to other places. Green et al[13] introduced a method where
the decryption of ABE ciphertexts are outsourced to the
cloud server. Qin et al[15] further extended this method by
adding a fast verification function to the outsourcd decryp-
tion. Another work aiming to reduce the encryption and key
generation computational costs was done by Hohenberger
and Waters [14]. In their scheme, the computation for these
two algorithms are split into two phases, where the offline
phase does the vast majority of work and the data owner
only computes the cheap part in online phase.

3. PROBLEM FORMULATION

3.1 Preliminaries

3.1.1 Access Structure and Access Tree

Definition 1. Access Structure[7] :Let {P1, P2, .., Pn} be a

set of parties. A collection A ⊂ 2{P1,P2,..,Pn} is monotone
if ∀B,C: if B ∈ A and B ⊂ C then C ∈ A. An access
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structure is a collection A ⊂ 2{P1,P2,..,Pn} ∪{∅}. The sets in
A are called the authorized sets, while the sets not in A are
called the unauthorized sets.

In our paper, the parties are replaced by the attributes.
An access structure A will contain some authorized sets of
attributes. So an access policy can be defined as an access
structure. Similar to [10][23][14][13], we only consider the
monotone access structures. In the following chapters, by
an access structure we mean a monotone access structure.

Definition 2. Access tree An access structure can be repre-
sented by an access tree. There are two kinds of nodes in an
access tree: non-leaf node and leaf node. Each non-leaf node
represents a threshold gate. A non-leaf node x has nx chil-
dren and a threshold value kx. Specifically, when kx = 1,
the threshold gate is an OR gate, when kx = nx, it is an
AND gate. Each leaf node is associated with an attribute,
and denote it by attr(x).

Definition 3. Satisfying an access tree. If a set of attributes
A satisfies a node x, we denote it by Tx(A) = 1. If x is a non-
leaf node, A satisfies it only if A satisfied at least kx nodes.
If x is a leaf node, A satisfies it if and only if attr(x) ∈ A.
A satisifies the access tree if A satisfies the root node.

3.1.2 Ciphertext Policy Attribute Based Encryption
A ciphertext policy encryption in our settings consists of

four algorithms: Setup,Encrypt,KeyGen, Decrypt.
Setup(U). The setup algorithm takes security paramerters

and attribute universe description as input. It outputs the
public parameters PK and a master key MK.
Encrypt(PK,M,A). The encryption algorithm takes as

input the public parameters PK,a message M , and the cor-
responding access structure A over the universe of attributes.
The algorithm will encrypt it and produce a ciphertext CT
such that only a user that prosseses a set of attributes that
satisfies the access structure A will be able to decrypt the
message. We will assume that the ciphertext CT implicitly
contains A.
KeyGen(MK,S). The key generation algorithm takes as

input the master key MK and a set of attributes S that
describe the key. It outputs a private key for a specific user.
Decrypt(PK,CT, SK). The decryption algorithm takes

as input the public parameters PK, a ciphertext CT , which
contains corresponding access structure A, and a private key
SK associated with a set S of attributes. If the set S of
attributes satisfies the access structure A, then the algorithm
will decryt the ciphertext and return a message M .

3.1.3 Security Model
We assume that the cloud may send the owner’s data to all

users. The data owners are fully trusted, while the users are
can be malicious. Like the security model in [27], we assume
that the adversary is able to query for any private keys that
cannot decrypt the challenge ciphertext. Since our scheme
just aims to provide the additional property: deduplication.
The security model just follows the conventional model as
below.
Setup: The setup algorithm is run, the challenger gener-

ates the global parameters and public keys ,then sends them
to the adversary.
Phase 1: The adversary makes the secret key queries to

the challenger. The challenger recieves the sets S1, S2, ..., Sq1

and runs the KeyGen algorithm to generate corresponding
secret keys.

Challenge: The adversary submits two messages of equal
length M0,M1, then the adversary gives a challenge access
structure A that none of the sets from phase 1 satisfies it.
The challenger flips a random coin b,the message Mb and
the access structure A are inputted to the encryption algo-
rithm. The challenger then runs the encryption algorithm
and output a ciphertext CT . The ciphertext CT is given to
the adversary.

Phase 2: The adversary makes more secret key queries
of the attribute sets Sq1+1...Sq. None of the sets satisfy A.

Guess: The adversary outputs a guess b′ of b.
The advantage of an adversary is defined as

Pr[b′ = b]− 1

2

Definition 4. Our scheme is secure if all polynomial time
adversaries have at most a negligible advantage in the above
security game.

3.2 Access Control in the Cloud
Our ciphertext deduplication scheme is based on CP-ABE

schemes. In CP-ABE schemes, the users have some at-
tributes. The data owner defines an access policy for some
data. Then he encrypts the data using the attribute pub-
lic keys according to the access policy and uploads it to
cloud. Data user can only decrypt the data if and only if
the attributes associated with him satisfy the corresponding
access policy. This kind of access control system consists of
the following four types of entities.

Authority : The authority manages the attributes and ini-
tializes the system. It generates secret/public key pairs for
the attributes. Then it generates the user secret keys accord-
ing to a user’s attributes and give the keys to the user. The
authority also makes the public keys as public parameters.

Cloud Server : The cloud server stores the encrypted data
uploaded by data owners. In this paper, we consider the
cloud server is semi-trusted. The cloud will not corrupt data
but may read and analyze it. So owners will encrypt the data
before uploading.

Data Owner : For each file that he wants to upload, he
defines an access policy and encrypts the file based on the
access policy. Then the resulting ciphertext and the access
policy are uploaded to the server.

Data User : A data user has a private key associated with
the set of his own attributes. He connects to the server
and download the data he wants. He can only decrypt a
specific file when the attributes associated with his private
key satisfies the corresponding access policy. Otherwise, he
can’t learn any extra information from the encrypted data.

3.3 Existing CP-ABE Constructions
There exist two construction models of CP-ABE scheme:

LSSS model[7] and access tree model[9]. In this paper, we
mainly focus on the improvement on the CP-ABE scheme
of access tree model. Specifically, in the access tree model,
the value given to a tree node is called the secret for the
node. The secret on the root node is the symmetric key
to encrypt the whole file. In the existing schemes, Secret-
Sharing Schemes(SSS)[9] are used to divide the secret on
the root node among leaves. In encryption phase, the owner
generates the secrets for all leaves, then encrypts the secrets
with attribute public keys. In decryption phase, a valid
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user uses his attribute private keys to decrypt the necessary
secrets on leaves, then reconstruct the secret on root node.
In the original access-tree-based schemes, the secrets are

generated recursively. The root node r first generates the
secrets of its children nodes with its own secret sr, for each
non-leaf node, it then generates the secrets of its children
nodes with its own secret. For node x, assume the secret of
x is sx, the secret generation algorithm will choose a kx − 1
degree polynomial qx(i), where kx is the threshold value of
x and qx(0) = sx. Denote the nx children of x by {xi},
and set sxi = q(i)∀i = 1, 2, ..., nx. Let S be a set of some
indexes in {1, 2, ..., nx},card(S) = kx, then we define the La-
grange coefficient ∆i,S(t) for i ∈ S: ∆i,S(t) =

∏
j∈S,j ̸=i

t−j
i−j

.

With the coefficients, we can reconstruct sx by sx = q(0) =∑
i∈S ∆i,S(0).
The two special cases are AND gate and OR gate. When

kx = 1, the gate is an OR gate, and we have qx(i) = sx, 1 ≤
i ≤ nx, so sxi = sx, where the value of the children equals
to the value of the parent. When kx = nx, the gate is an
AND gate. Then it becomes S = {1, 2, ..., nx}, sx = qx(0) =∑nx

i=1 ∆i,S(0)si, where all nx secret values are necessary.

3.4 Overhead of Existing Schemes
In order to see the storage/computation overhead incurred

in the original CP-ABE scheme, we run some experiment
on the existing ABE scheme [27]. We choose 3 open source
projects to encrypt: charm crypto library[4], openssh[3], and
crypto50[1]. Those three open source projects include 211
files, 200 files and 293 files, respectively. We encrypt all
the files in these projects, where each file corresponds to an
access policy with only AND gates on 25 attributes. An ex-
ample policy is like (GROUPID=25 AND ID=123456 AND
STUDENT), where GROUPID is an 8-bit integer, ID is 16-
bit integer, and STUDENT/TEACHER are two additional
attributes. There are 50 different attributes in total.
The comparison of the storage cost between the plaintex-

t and ABE ciphertext is shown in Fig.1a (The symmetric
ciphertext is not included). From Fig.1a, we can see that
each source code file in plaintext form is, on average, of size
not more than 20KB , but each policy could introduce about
more than 4KB ciphertext when using the existing CP-ABE
scheme for encryption. Overall, the storage consumption in-
curred by the generated ciphertext is about hundreds of KB-
s, which implies that this cost can probably become signifi-
cant when the number of files dramatically increases. The s-
torage cost of the original scheme is significant. While in our
proposed scheme, it only incurs little storage consumption
because the scheme reuses the duplicate ciphertexts among
files.
As for the comparison of decryption time, which is shown

in Fig.1b the original scheme costs about 30 seconds for
encryption when dealing with the projects with 200 files.
While our scheme only costs hundreds milliseconds and will
not increase if more files are added.
Note that the storage/computation overhead will grows

as the number of files increases. Imagine that a business
company may possess thousands, and even millions of files.
Then the storage/computation overhead might become as-
tronomical when using the existing CP-ABE scheme for ac-
cess control over encrypted data. In this paper, our proposed
deduplication scheme can serve as a possible method to al-
leviate this situation. Next, we will present the details of
how to achieve deduplication over CP-ABE ciphertexts.

Charm Openssh Crypto50
0

485

970

1455

1941

2426

2911

3396

3881

4366

S
iz

e
(K

B
)

Ciphertext:Original

Ciphertext:Our Scheme

Plain Text

(a) Ciphertext Size

Charm Openssh Crypto50
0.0

3.9

7.8

11.7

15.6

19.5

23.4

27.3

31.2

35.1

D
e
cr

y
p

ti
o
n

ti
m

e
(s

)

Original

Our Scheme

(b) Decryption Time
Figure 1: Comparison among 3 open source projects

4. THE DEDUPLICATION TECHNIQUES
In this section, we propose the novel deduplication tech-

niques that can be applied to access-tree-based CP-ABE
schemes. Generally, instead of computing the secrets from
root to leaf, we first build the secrets on leaf nodes, then use
these secrets to build non-leaf nodes. When building the
nodes, the nodes with the same attribute/structure could
share the same secret, so we could eliminate the duplica-
tions by reusing the same secret.

4.1 Building the Secrets on Leaf Nodes
In the original schemes, the secret values for the nodes are

chosen from root node to leaf nodes. Thus even two access
tree nodes with the same structure will have different node
values, since their values are computed according to each
node’s parent, respectively.

In order to eliminate the duplicate ciphertexts, the dupli-
cate access structure should not occur multiple times. In
contrast to the original scheme, we construct the secrets in
a bottom-up manner, the secrets on leaf nodes are deter-
mined first and then the secret of the non-leaf nodes will
be computed according to their children. That is, for each
attribute, we choose a random value ri ∈ Zp. Then the leaf
node x with the attribute attr(x) will be associated with
value sx = rattr(x). If two leaf nodes are associated with
the same attribute, then they are assigned the same val-
ues. Mathematically, sx = sy if attr(x) = attr(y). Then we
can reuse the values and avoid duplications. Next, we will
discuss how to build the secrets on the non-leaf nodes.
4.2 Building the Secrets on Non-leaf Nodes

A non-leaf node is a threshold gate. For simplicity, we
start with AND gate. Let x be the node of AND gate, we
need all nx values of the children nodes to calculate the value
of the node x, and we have sx =

∑nx
i=1 ∆i,S(0)sxi . Thus the

secret value of the AND gate node is determined.
As for a general threshold gate that kx < nx, it is hard to

determine the value of sx. In the original schemes, those nx

values for the children are the evaluations of an kx−1 degree
polynomial q at 1 to nx, that is, sx1 = q(1), .., sxnx

= q(nx).
So that each kx nodes can determine the polynomial q and
compute the value sx = q(0). In our reusing scheme, since
we use a bottom-to-top manner, the values of the children
nodes are pre-defined. Denotes the secret value of ith child
by sxi , they can be regarded as randomized. It is highly
impossible that they are all in one kx−1 degree polynomial.

Our approach is that we first randomly choose a kx − 1
degree polynomial q(i), then let sx = q(0). We then define
the other nx values s′xi

= q(i). Thus we can compute sx with
kx values in the nx values. Since s′xi

and sxi are determined
respectively, it is obvious that s′xi

̸= sxi , we should have
some technique to compute s′xi

from sxi . We then define
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a function f as f(sxi , ai) = s′xi
, where ai is the additional

information. As a result, if we have kx children, we first use
f to compute s′xi

, then we use s′xi
to compute sx.

Note that f should be a one-way function such that com-
puting sx by f(sxi , ai) is easy while finding sxi based on s′xi

and ai is hard, because the secrets among different trees are
the same, if xi corresponds to an attribute which the user
doesn’t have, the leakage of sxi will bring new threats. The
design of f is related to the actual encryption/decryption al-
gorithm. Hence, detailed discussion on the one-way function
f will be presented in section 5.

4.3 Reusing Secrets in Complete Access Trees
For the entire access tree, we want to store the relationship

between a node structure and its secret value, so that a node
with the same structure can reuse the secret value, and the
duplicate computation/storage can be eliminated. We use
Algorithm 1 to construct the secret in a recursive manner.

Algorithm 1 Secret Construct

Require: A Access Tree Node N . A global table T
Ensure: The secret value s of N .
1: Let V = FindNodeV al(N,T )
2: if V is not NULL then
3: s = V.secret
4: else
5: if N.type = ATTRIBUTE then
6: Let s = sattr(N), the secret of the attribute.
7: else
8: for i = 1 to N.n do
9: si = SecretConstruct(N.children[i], T )
10: end for
11: if N.k == N.n then
12: Let S = {1, 2, ..N.n}
13: Let s =

∑N.n
i=1 ∆i,S(0) ·N.children[i].secret

14: else
15: Choose a random N.k − 1 degree polynomial q.
16: Let s = q(0)
17: for i = 1 to N.n do
18: Let s′i = q(i)
19: Find ai that f(si, ai) = s′i
20: Store ai

21: end for
22: end if
23: end if
24: Create a map value V , let V.secret = s.
25: Add N,V pair into T
26: end if

Algorithm 1 shows how to construct a secret of an arbi-
trary access tree while eliminating the duplications. In the
above description, a node is represents as N , N.n denotes
the count of its children, N.k denotes the threshold value
of the gate. N.secret denotes the secret value of this node
and N.children[i] denotes the ith child of the node. This
algorithm first checks if the secret of the node with same
structure has been constructed. If so, the secret can be in-
stantly returned, otherwise the algorithm continues. If the
input structure is just an attribute, we just reuse the ex-
isting secret. Besides, the algorithm recursively computes
the secrets of its children, then use the methods in section
4.2 to construct the secret. The global table T is used to
avoid computing the secret of an existing structure. After
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Figure 2: Example of Secret Construction

the computation of a secret, the node/secret pair will be
added to T . All the access policies the data owner uploads
share the same T . Thus every kind of structure will be only
calculated once, and the duplicate structures can be reused.

Fig.2 shows an example that how to store and reuse the
structure. In the initial phase, only the secrets of 4 at-
tributes are added to the table T . The 1st structure con-
sists of an OR gate and an AND gate, During the execution
of Algorithm 1, the secret of the OR gate is constructed as
rO(2,3), then the secret of the AND gate is constructed. T-
wo pieces of additional information(a1, a2) are added in this
phase and two (node,secret) pair are added to T. When con-
structing the secret of 2nd structure, 3 pairs are added and
2 more pieces of additional information are used. As for the
3rd structure, both children of the root OR node are exist-
ing structures. Then the algorithm will reuse them, only
one pair is added to T and only 2 pieces additional informa-
tion are produced. Overall these 3 complicated structures
need to upload 4 attribute secrets and 6 more pieces of the
additional information. While the original schemes need 14
secrets on 14 leaves. On the other hand, although the ta-
ble T has a certain amount of items, when uploading more
files, the secrets in table T can be reused in the newly added
files and fewer secrets need to be added. While the original
schemes have to construct secrets for all the files.

4.4 Node Comparison
In the secret construction Algorithm 1, an important part

is the FindNodeV al function. This function checks whether
the current node is in the table T and if so, returns the
corresponding data. This function is the key to enabling the
reusage of the nodes with the same structure. Below, we
give a method to check the existence of a node structure.

4.4.1 Comparison via Merkle Hash Tree
A simple idea to compare two nodes’ structure is to com-

pare with every structure in the table one by one. However
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this will take O(n2) time where n is the total count of the
nodes. In traditional deduplication schemes, hashing was
used on data chunks. In order to employ the similar method,
we need to deal with the problem of how to convert a tree
structure to a hash key. In our scheme, we use the idea of
Merkle tree[19] to calculate the hash key. A Merkle tree is
a tree where each node has a hash value. The hash values
of leaves are some randomly chosen values. As for non-leaf
nodes, the hashes are calculated by hashing their children.
Hence, a user can compare two trees by the hash values of
the root node instead of traversing the tree structure.
In our scheme, we also define a hash key to represent the

structure of a node. For a leaf node, we can simply define
the attribute’s hash value as its hash key. As for the non-leaf
nodes, where each node can be an OR gate, an AND node
or a general threshold gate, we just need a hash function H,
which require a set of hashes, and output one hash key.
Before running Algorithm 1, we will first run Algorithm 2,

the hash key generation algorithm. This algorithm takes a
node as input, if the node is an attribute, the output hash
value is simply its ID. Besides, the hash functions are adopt-
ed. The children’s hash values are computed first, in order
to keep the hash values being the same, the hash values are
sorted to keep in order. Then the node’s hash value is com-
puted with H by the node’s type and children’s hash. Both
N.n and N.k are considered since different N.k present dif-
ferent structures. The hash key can be used as the key of T
to implement FindNodeV al.
When we implement the hash function, we can build a

piece of text by linking the hashes with a special mark, then
use SHA256 to compute the hash key. For example, the
key of policy A1 AND A2 AND A3 could be computed by
SHA256(”AND-1-2-3”). Besides, we can also choose other
hash functions, since the collision probability is negligible,
the security of our proposed scheme will not be affected.

Algorithm 2 Hash Key Generation

Require: The Access Tree Node N ;
Ensure: The hash key of N :N.hash
1: if N.type = ATTRIBUTE then
2: N.hash = HATTR(N.ATTRID).
3: else
4: for i = 1 to N.n do
5: hi = HashKeyGeneration(N.children[i])
6: Sh = Sh ∪ hi

7: end for
8: Sort Sh to let h1, h2, ... be ascending order.
9: N.hash = H(N.n,N.k, h1, h2, ...hN.n)
10: end if

4.4.2 Adjust the Access Tree Structure
Another problem is how to identify the access trees of e-

quivalent boolean functions. For example, the policy ((A
AND B) AND C) and the policy (A AND (B AND C)). The
two policies have different tree structures but are represent-
ing an equivalent boolean function. Note that Algorithm 2
can’t help distinguish these two policies. Therefore, we pro-
pose Algorithm 3 to build an general access tree that make
the policies become the same. In Algorithm 3, if some chil-
dren nodes have the same type with current node, this node
will be removed, and the children of this node will be added
as the current node’s children. Then both ((A AND B) AND

C) and (A AND (B AND C)) will be rebuilt as (A AND B
AND C) and will get the same hash value.

The above algorithm deals with the cases that several
AND gates/OR gates are continuous. There will be some
more complicated cases that two policies express the same
ability: (A AND B) OR (A AND C), (A AND (B OR C)).
For this kind of cases, a solution is to translate all the poli-
cies into CNF/DNF formulas. Thus the structures of the
policies with the same ability will be totally the same, and
then generate the same hash keys.

Algorithm 3 Rebuild Access Tree

Require: The Access Tree Node N
Ensure: A new access tree node N ′

if N.type == AND or N.type == OR then
Let S = N.children,N ′.children = ∅
while S ̸= ∅ do

Pop one node N0 from S
if N0.type == N.type then

S = S ∪N0.children
else

N ′.children = N ′.children ∪N0

end if
end while
Let N ′.n = card(N ′.children),N ′.type = N.type
if N.type == AND then

N ′.k = N ′.n
else if N.type == OR then

N ′.k = 1
end if

else
Let N ′.children = N.children,N ′.n = N.n,N ′.k = N.k

end if
for i = 1 to N.n do

N ′.children[i] = RebuildAccessTree(N ′.children[i])
end for

In a word, the data owner first converts the access policies
to access trees, then generates the hashes of each node with
Algorithm 2, finally Algorithm 1 is run so that the secrets are
generated.

4.5 Discussion

4.5.1 Dealing with NOT
Note that our proposed construction only considers the

monotonic access structures that the policy cannot contain
NOT gate. We can extend our proposed scheme to sup-
port NOT gate. According to the previous work on ABE
scheme which supports non-monotonic access structure[21],
first, the non-monotonic access formula is transformed into
a monotonic one with negative attributes. Then a broadcast
revocation scheme is used to encrypt the secret on the leaf
node with negative attribute. Since our construction focus-
es on the share generating procedure, we can first define the
shares of all the negative attributes and use similar method
to encrypt it, then we use the same procedure as in Section
4 to build the secret on root. Our scheme is also adapted to
the non-monotonic ABEs.

4.5.2 Combining with Outsourced ABE
The recent outsouced ABE schemes[13][15][14] aims at

shifting the expensive computation to the cloud side. Since
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our scheme only change the secret building method, these
approaches can be combined with our scheme. The out-
souced schemes Therefore, the efficiency on the client-side
can be further improved using this method.

5. THE PROPOSED CP-ABE SCHEME WITH
DEDUPLICATION

In this section, we will show how to use the above tech-
niques that enable the reusage of the secrets on nodes to
construct a CP-ABE scheme with fewer ciphertexts based
on the ABE scheme in [27]. One of the main differences
between our proposed construction and that in [27] is that
the access structures are divided into multiple small access
structures. The small access structures have hash values and
the corresponding ciphertexts are stored in the hash table.
Thus the ciphertexts of the duplicate access structures can
be reused so the duplications are eliminated. Notice that
most of the ABE schemes based on the access tree model use
the similar method to build secrets, by modifying the com-
putation of the ciphertext in our algorithms, we can simply
apply our techniques to other ABE schemes.

5.1 System Initialization

5.1.1 Global Setup
The setup phase is the same as the original scheme. Two

multiplicative groupsG andGT are chosen of the same prime
order p and the bilinear map e:G × G → GT . Choosing a
generator of G as g, the global parameters are

GP = (p, g,H)

5.1.2 Authority Setup
Assume the system has U attributes, the authority choos-

es U random group elements h1, .., hU ∈ G for the attributes.
Then it chooses random exponents α, a ∈ Zp, and publishes
the public keys as PK = g, e(g, g)α, ga, h1, ..hU . The au-
thority sets MSK = gα as the master secret key.

5.2 Key Generation
For an arbitrary user with the attribute set S, the author-

ity chooses a random t ∈ Zp, generates the private keys for
the user as follows.

SK = {K = gαgat, L = gt,∀x ∈ S : Kx = ht
x}

5.3 Data Encryption
The owner first chooses the attribute set {Ai} which con-

tains m attributes he needs. For each Ai, he chooses random
variables si as the owner’s attribute secret. Then he com-
putes the initial ciphertexts as

Ci = gasih−ri
i , Di = gri

where ri is a random variable for decrypting. Then the own-
er initializes a hash table T , For every file, the owner inputs
the root node of the access tree and runs Algorithm 4, the
encryption algorithm. The output are some ciphertexts in
hash table T and a secret. Finally, for each file, he keeps the
corresponding access structure’s hash key h and the value
V . Let the secret s = V.secret, then he encrypts the file m
as C = m · e(g, g)αs, C′ = gs

Similar to Algorithm 1, the small access structures are s-
tored in the hash table. The hash key is the hash of a

structure while the hash value contains the particular ac-
cess structure, the secret and the ciphertexts.

The secret construction method in Algorithm 4 is the same
as Algorithm 1. When constructing a secret for a specific ac-
cess structure, the algorithm also constructs the correspond-
ing ciphertext according to the type of access structure. If
the access structure is an AND gate, in fact, it doesn’t return
any ciphertext, since the secret of the AND gate is simply
built with the secrets of its child nodes. When the access
structure is an OR gate or a general threshold gate, the ad-
ditional information on each child should be added(Line 18).
How to design the additional information is one important
problem, we will discuss it in the following part.

Algorithm 4 Encrypt Node

Require: The access tree node N . The hash table Tc

Ensure: The ciphertexts C, the secret s
1: Run the Rebuild algorithm to rebuild the access tree.
2: Run the Hash algorithm to get hash value.
3: Let V = FindCT (N.hash, Tc)
4: if V is not NULL then
5: C = V.ct, s = V.secret
6: else
7: if N.type = ATTRIBUTE then
8: Let x be the attribute index.
9: C = Cx, s = sx
10: else
11: for i = 1 to N.n do
12: Vi = EncryptNode(N.children[i], T )
13: end for
14: if N.type = AND then
15: Let s =

∑N.n
i ∆i,S(0) · Vi.secret

16: else
17: Choose random N.k − 1 degree polynomial q
18: Let s = q(0), C = ∅
19: for i = 1 to N.n do
20: Let si = Vi.secret, s

′
i = q(i)

21: Compute the additional ciphertext ci by si and
s′i for decryption.

22: C+ = {ci}
23: end for
24: end if
25: end if
26: Create a value V , let V.secret = s,V.ct = C.
27: Add the N.hash, V pair into Tc

28: end if

The owner removes the secrets from the hash table, and
uploads the hash table to the server. Finally for each file,
the owner uploads the ciphertext and its access structure
(C,C′,M) to the server.

5.4 Data Decryption
The data user downloads the encrypted files and the hash

table, and each encrypted file has the hash value of its access
structure. Then for each encrypted file, he runs the following
algorithm, Algorithm 5 to recover the access structure secret.
The decryption of the root node in Algorithm 5 is just similar
to the scheme in [27]. One important modification is that
we use a decrypted ciphertext hash table Td to store the
decrypted nodes.

Algorithm 5 shows how to recursively compute the neces-
sary value on the root node. Similar to Algorithm 1,4, the
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calculation depends on the type of the input access struc-
ture. If the input is an attribute(see Line 9), we can simply
use the decrypting method in [27]. To compute the value of
an AND gate, we need to recursively compute the values of
all its children. After that, if the values of all its children are
successfully computed, according to the secret construction
method in section 3.3, the secret value can be simply com-
puted with Lagrange coefficients(see Line 17). The resulting

value will be e(g, g)at
∑

i si∆i,S(0) = e(g, g)atq(0) = e(g, g)ast.

Algorithm 5 Decrypt Node

Require: The access tree node N . The ciphertext hash
table Tc. The decrypted hash table Td.

Ensure: The decrypted ciphertext d.
1: Compute the hash of the nodes in access tree.
2: Let d′ = FindDecrypted(N.hash, Td)
3: if d′ is not NULL then
4: d = d′

5: else if The access tree is not satisfied then
6: d = NOT SATISFIED
7: else
8: C = FindCT (N.hash, Tc)
9: if N.type = ATTRIBUTE then
10: Let x be the attribute index.
11: d = e(Cx, L)e(Dx,Kx)
12: else if N.type = AND then
13: Let the required children set S = {1, 2, ..., N.n}
14: for i = 1 to N.n do
15: di = DecryptNode(N.children[i], Tc, Ts)
16: end for
17: d =

∏N.n
i=1 di

∆i,S(0)

18: else
19: Find k the valid children index set S
20: for i ∈ S do
21: di = DecryptNode(N.children[i], Tc, Td)
22: Let ci be the corresponding information.
23: d′i = F (di, ci)
24: end for
25: d =

∏
i∈S d′i

∆i,S(0)

26: end if
27: Add the N.hash, d pair into Td

28: end if

As for a general threshold gate (including the OR gate),
we need to find N.k indexes S that the corresponding chil-
dren nodes can be decrypted. Then the value di = e(g, g)asit

is decrypted for each i ∈ S, Thus d′i can be computed with
the additional information (we will specify this additional
information in the next section) d′i = F (e(g, g)asit, ai) =

e(g, g)as
′
it. We can then compute the secret with N.k La-

grange coefficients and d′i(see Line 25).
By running the algorithm, for each file, the algorithm will

return a decrypted value d. If d = NOT SATISFIED,
then the user doesn’t have enough attributes to decrypt the
file. Otherwise, assume that the file secret is s, we know
d = e(g, g)ast. The decryption key can be calculated as

e(C′,K)/d = e(gα+at, gs)/e(g, g)ast = e(g, g)αs

With this derived decryption key, we can recover the file m
by computing m = C/e(g, g)αs.

5.5 Building the Additional Ciphertext
In the encryption phase, the additional ciphertext ci is

added for each child node of a general threshold gate. In the
decryption phase, a function F is used to compute the secret
of the gate with this additional ciphertext. This function
need to have the following properties to keep the algorithm
correct.

• The additional ci could be computed by si, s and the
public parameters.

• The parameters of F should be related to the decrypt-
ed secret of the corresponding child nodes. So that we
can compute e(g, g)ats from e(g, g)atsi , the secret of
the ith child node.

• The calculation of F should be independent of the user

parameter t. That is, F (e(g, g)at1si , ci) = e(g, g)at1s
′
i

while F (e(g, g)at2si , ci) = e(g, g)at2s
′
i .

The above properties indicate that the function F should
be a linear operation that is independent of t. One simple

idea is to compute the value ∆si = s′i/si, thus e(g, g)ats
′
i =

(e(g, g)atsi)∆si .
Clearly, this simple approach satisfies the above three

properties. However, it can’t provide the necessary secu-
rity, since it’s easy to compute 1/∆s. Hence, for security
issues, the following additional requirements should also be
guaranteed.

• The additional ciphertext ci cannot leak the any infor-
mation about hidden variables(a, s′i, t).

• The calculation of function F must be one-way. That

is, it’s hard to find a function F ′ that F ′(e(g, g)ats
′
i , ci) =

e(g, g)atsi so that a malicious user cannot compute
A1’s secret when he has computed the secret of A1

OR A2.

Go back to the above simple approach. When a user has

computed e(g, g)ats
′
i with the node value e(g, g)ats, he can

then calculation e(g, g)atsi = (e(g, g)ats
′
i)1/∆si .

To avoid this situation, we need to make the computation
of F be hard to invert. A possible solution is to encrypt the
additional information by the secret. Similar to the final ci-
phertext, for a child node with secret e(g, g)atsi , we could let
C′

i = gsi . Then we can calculate e(gαgat, gsi)/e(g, g)atsi =
e(g, g)αsi , and encrypt ∆si by e(g, g)αsi .

Unfortunately, this method will leak the information of
gsi . Thus, we need to define one more value to overcome
this. Precisely, we choose a global random secret s0, and
then the ciphertext C0 = gas0h−r0

0 , D0 = gr0 , where h0 and
r0 are random variables. Similar to the computation on the
leaf node, a user could compute a value d = e(C0, L)e(D0,K0) =
e(g, g)ats0 . For each child node e(g, g)si , the data owner
computes ∆si = s′i/(si + s0).

After that, the additional information gsi+s0 is added to
the child node. Note that both gsi and gs0 are not leaked
when the user only know gsi+s0 . The value ∆si is then
encrypted by e(g, g)α(si+s0).

In decryption phase, we process the function F as follows:
we first compute

e(g, g)α(si+s0) = e(gαgat, gsi+s0)/(e(g, g)atsi · e(g, g)ats0)

Hence ∆si is decrypted, then we have

e(g, g)ats
′
i = (e(g, g)atsi · e(g, g)ats0)∆si
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As a result, we successfully compute e(g, g)ats
′
i while the

information about si is not leaked.

5.6 Combining with Deduplication of Files
Since our scheme focused on the deduplication of ABE

ciphertexts, the encrypted files are not changed. When the
files are large, deduplicating the encrypted files is also im-
portant. In fact, our scheme can simply be combined with
the existing data deduplication system such as DupLESS[8].
In the system, a data owner first generates a tag of the en-
crypted file, the cloud server uses the tag to check whether
the file exists to avoid duplication. To combine the system
with our scheme, we can encrypt the tag and the AES key
by our scheme, then we can enable deduplicatoin of ABE
ciphertexts as well as encrypted files.

6. SECURITY ANALYSIS
Note that our scheme is based on the CP-ABE scheme

in[27], which was proved to be secure. Also recall that an
ABE schemes is said to be secure if no adversary succeeds
in the security game defined in Section 3, where none of the
queried secret keys can satisfy the access structure A that
is associated to the challenge ciphertext. Therefore, in this
section, we mainly focus on the analysis on the modifications
in our scheme and show that the resulting scheme is not
violating the CP-ABE security definition.
First, we look into the construction of ciphertexts. We

use the construction similar to that of the original scheme
to build our ciphertexts. The main difference lies in the
construction of the secret value which is contained in the
ciphertexts. Note that in the original scheme, the secret
value related to some certain attribute in a ciphertext is
in the form of exponent and won’t be leaked during the
execution of the system. Thus, in order to remain secure,
the modifications to the original scheme should not violate
this feature. In particular, only if the user possesses a valid
secret key that satisfies a policy can he compute the value
of e(g, g)ast, which is the key to a decryption.
Below, we give the analyses on the constructions of cipher-

texts associated with OR gate and AND gate, respectively.
General Threshold Gate (including OR gate): As for the gen-

eral threshold gate, the construction of the ciphertext differs
from that in the original scheme. We proposed a completely
different method to build the child nodes of a general thresh-
old gate’s ciphertext. In the original scheme, the nx children
of the OR gate x have the secret values {si}. These values
are the evaluations of an kx − 1 degree polynomial q at 1
to nx, that is, q(1) = s1, q(2) = s2, ..., q(nx) = snx . So the
values satisfy the reconstruct property: let S be any kx valid
indexes, sx = q(0) =

∑
i∈S ∆i,S(0) · sxi . As for our scheme,

the values {si} do not satisfy the same property, so we use
the additional ciphertext and one-way function to enable the
user to compute the values {s′i} by using the values {si},
and let {s′i} satisfy the above property. Then the main is-
sue boils down to whether this additional ciphertext renders
this scheme insecure. The additional ciphertext contains t-
wo parts: gsi+s0 and the encrypted ∆si = s′i/(si + s0). On
the one hand, by the hardness of the Discrete Logarithm
Problem, the value si + s0 is not leaked. gs0 is not shared
to users so that the value gsi is not leaked and any infor-
mation about si keeps secure. Also, due to the fact that gs0

is not shared to users, the value gsi will not be learnt, and
no information about si will be leaked. Hence, no informa-
tion about gsi+s0 is exposed to user. Also, ∆si can only

be computed when knowing all the values of si, s0 and s′i
at the same time. Note that, all of those 3 values are not
known to the user during the decryption. As a consequence,
∆si reveals nothing about any of those 3 values. We point
out that our current approach to building reusable secrets
for OR gates (or general threshold gate) is limited, because
it would downgrade the scheme which is processed with OR
gate (or general threshold gate) deduplication operations to
a weaker security model. To see that, we use the follow-
ing example. Consider ciphertext C encrypted under access
policy (A OR B), and user Alice with private key associated
with attribute A and user Bob with attribute B. Note that
either Alice or Bob can decrypt C using his/her own private
key. That is, they are able to derive the same secret value
sor that is associated with the OR gate. With the relation-
ship between sor and his/her own private key, which results
from the processing of OR-gate deduplication, It is possible
for Alice and Bob to work together to derive a valid private
key that is associated with attribute set {A, B}. Note that
this attack can’t happen in the original security model.

AND gate: In the original scheme, the secret value of an
AND gate x with nx children should be computed as sx =∑nx

i=1 ∆i,S(0) · sxi , where sxi is the secret of the ith child,
S = 1, 2, ...nx. Only when the values of all the child nodes
are computed can the user derive the value associated with
the AND gate. As for our scheme, the only way to compute
the valid AND-gate value is the same as that in the original
scheme. Therefore, unlike the OR-gate deduplication case,
the scheme resulting from being processed with only AND-
gate deduplication technique achieves the same security level
as the original scheme does. We also provide a more formal
security proof for this type of schems in [2].

As for other algorithms in the proposed scheme includ-
ing global setup and key generation, we omit the security
analysis since they are the same as in the original scheme.
Therefore, the security of our proposed scheme follows as
long as the security of the original scheme is guaranteed.

7. IMPLEMENTATION
To evaluate the performance of our proposed scheme, we

implemented our scheme using the Charm library[4], which
is a general framework for cryptosystems written in Python.
Our implementation is based on the implementation of the
CP-ABE scheme [27] in this library, and the overall imple-
mentation is only about 300 lines of Python code. In sum-
mary, the modifications are as follows.

• The merkle tree function is added to the data structure
of access trees so that the node with the same structure
will share the same hash key.

• The ciphertexts is stored in a hash table (using the
Python Dict), and the recursive encryption algorithm
4 is implemented to construct this hash table.

• The addtional ciphertext of a general threshold gate is
added when dealing with it.

• The recursive decryption algorithm is implemented by
picking items from the hash table.

8. EVALUATION
To evaluate the performance of our scheme, we first ana-

lyzed how the access policies affect the performance of our
scheme, then we conducted a series of experiments to verify
the analysis. For better assessment, we ran our implementa-
tion and the implementation of the original scheme [27] using
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the same input sets, made comparisons in terms of computa-
tion cost and storage cost. The experiments are conducted
on a Macbook Pro with an Intel Core i5 at 2.4GHz and 8.00
GB RAM. Three key factors will be compared in our ex-
periments: the size of ciphertext, the encryption time, the
decryption time. Each experiment will be run 100 times to
calculate the average value.

8.1 Theoretic Analysis
Before giving out the analysis, we first define some nota-

tions that will be used. Here we only consider the access tree
with only AND gates and OR gates, the general threshold
gate situation can be derived by the OR case. We assume
there are n nodes, m edges in p access policy trees, and
there are nl leaf nodes and nn non-leaf nodes. Hereafter, we
denote our scheme’s storage overhead by s and the original
scheme’s overhead by s′.
According to the property of trees,nn+nl = n, n = m+p.

Assume there are nattr attributes, nand AND gates, nor OR
gates. The ith AND gate appears kand,i times, and has cand,i

children, The ith OR gate appears kor,i times, and has cor,i
children, The ith attribute appears kattr,i times. Since all
the leaf nodes are built by attributes and the non-leaf nodes
consist of OR gates and AND gates, we have

nl =

nattr∑
i

kattr,i, nn =

nand∑
i

kand,i +

nor∑
i

kor,i (1)

Every edge in the access trees indicates a parent-child re-
lationship in an OR gate or an AND gate, thus

m =

nand∑
i

kand,icand,i +

nor∑
i

kor,icor,i (2)

Since each AND/OR gate has at least 2 children,cor,i ≥
2, cand,i ≥ 2. Based on the above equations, we have

nattr∑
i

kattr,i +

nand∑
i

kand,i +

nor∑
i

kor,i (3)

=

nand∑
i

kand,icand,i +

nor∑
i

kor,icor,i + p (4)

Now we analyze the ciphertexts size in the schemes. The
ciphertexts in the original scheme are built according to the
attributes on the leaves. Thus the size of the ciphertexts in
the original scheme is s′ = Cattr · nl = Cattr

∑nattr
i kattr,i,

where Cattr is the size of each ciphertext generated by an
attribute. As for our proposed scheme, the ciphertexts con-
tains two parts. One is the ciphertexts of attributes, and the
other is the additional ciphertexts on the OR nodes. The size
in our proposed scheme is s = Cattrnattr + COR

∑nor
i cor,i,

where COR is the size of one ciphertext added by an OR
node. By comparing s with s′, we have

s/s′ =
Cattrnattr + COR

∑nor
i cor,i

Cattr

∑nattr
i kattr,i

(5)

Based on the construction in section 5, both the ciphertext
of an attribute and the ciphertext of an OR gate contain two
group elements. Eq. 5 can be simplifies to

s/s′ =
nattr +

∑nor
i cor,i∑nattr

i kattr,i
(6)

=
1
¯kattr

+
nor ¯cor

nattr
¯kattr

(7)

We can see that, when nor = 0, s/s′ reaches the mini-
mum value 1

¯kattr
. That is, our scheme will offer much bet-

ter performance when there is no OR gates, but only AND

gates, where the cost is only 1
¯kattr

compared with the origi-

nal scheme. Otherwise, the more OR gates, the larger s/s′

is. According to eq. 3, we have
nor∑
i

(cor,i − 1)kor,i =

nattr∑
i

kattr,i − p−
nand∑

i

(cand,i − 1)kand,i

(8)In the worst case, nand = 0, kor,i = 1,
nor∑
i

cor,i =

nattr∑
i

kattr,i − p+ nor (9)

s/s′ =1 +
nattr + nor − p∑nattr

i kattr,i
(10)

=1 + 1/ ¯kattr + (nn − p)/nl (11)

Since every non-leaf node has at least two children, we have
nn < nl, and nn/nl < 1, kattr,i ≥ 1, so 0 < 1/ ¯kattr < 1.

1 < 1 + 1/ ¯kattr + (nn − 1)/nl < 3 (12)

Thus, in our scheme, the size of the ciphertexts is at most 3
times bigger than that in the original scheme.

As for the computation cost, since the computation is
mainly depending on the ciphertexts, the analysis will be
similar and it also gives that the proportion of AND gates
determines how good our scheme is. Therefore, we will main-
ly focus on two extreme case: only AND gate and only OR
gate.

8.2 Only AND gate
The above analysis demonstrates that our scheme will

achieve much better performance when there are only AND
gates in the access structures. For this reason, we first eval-
uate our scheme in this only-AND-gate case.

Assume there are U attributes in total and p files to be
encrypted. Each file will be encrypted by a session key (we
will use session key and message interchangeably hereafter),
and each session key is encrypted under an access policy us-
ing the CP-ABE schemes. The access policy of each session
key’s ciphertext is an AND gate with c random attributes.
We then run the encryption and decryption algorithm in d-
ifferent numbers of messages. We set U = 50,p = 20,c = 16.
The storage cost,encryption cost and the decryption cost
with different numbers of messages are as shown in Fig.3.

Fig.3a compares ciphertext size between our scheme and
the original scheme. When the message number p grows
linearly, the benefit of our scheme will also increase. As
the number of the messages grows, the ciphertext size of
the original scheme grows linearly. We can see that the
ciphertext size of the original scheme grows linearly with the
amount of messages, while in our proposed scheme, the size
doesn’t increase. Concretely, in our scheme, as the duplicate
attributes are reduced, the size of the ciphertext has a upper
bound. The size of the ciphertext generated by attributes
is kept under 5KB, which is the size of about 50 attributes.
Since each message needs some additional ciphertext for the
last step of decryption, the size of the rest of ciphertext in
our scheme keeps growing but at a low speed. Compared
with the original scheme, the rest of the ciphertext in two
schemes are very close. Due to the duplicate ciphertext of
the attributes, when the number of the messages reaches 20,
the total size of ciphertext in our scheme is about 1/5 of the
corresponding size in original scheme.

As for encryption, in Fig.3b, the difference is very sim-
ilar to the ciphertext size case shown above. The growth
in the computation cost to build the ciphertext in the final
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Figure 3: Performance Evaluation of AND Gates
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Figure 4: Performance Evaluation of OR Gates

step is very small compared to the overall computation cost.
Hence the difference between two schemes becomes much
more significant. While the total encryption time of our
scheme almost becomes stable after it reaches about 400m-
s, the encryption time of the original scheme goes beyond
2500ms when the number of messages reaches 20.
For decryption time, since the decryption of AND gate

requires all its children to be decrypted, the comparison of
decryption time, as shown in Fig.3c, is rather similar to that
of encryption time, though the total time of decryption is
smaller than encryption.
Overall, in the best case, our scheme shows a significant

boost in both storage and computation compared to the
original scheme.

8.3 Only OR gate
As for the situation with only OR gates, we use the same

settings: U attributes, p messages, OR gates with c random
attributes, where U = 50,p = 20,c = 16. The results are
shown in Fig.4.
In Fig.4a, as we have expected, although the size of at-

tribute ciphertext in our scheme has a upper bound, the
additional ciphertext introduced by the OR gates makes the
size grow linearly with the message number. Although the
size of the ciphertext brought by the OR gates in our scheme
is almost the same as the size of the attribute ciphertext in
original scheme, our scheme has more fixed-sized attribute
ciphertexts. Clearly, the size in our scheme is always larg-
er then the original scheme. But since this size difference
between these two schemes is fixed (related to the size of
the attribute universe), it is acceptable when the number of
the messages grows larger. According to above analysis, the
difference between two algorithms is 1

¯kattr
+ nor ¯cor

nattr
¯kattr

. In

this case, nor ¯cor
nattr

¯kattr
is fixed, the difference mainly depends

on 1/ ¯kattr. As a result, this difference becomes smaller when

the number of messages increases, and further the cost dif-
ference between these two schemes become closer.

In Fig.4b, the overall difference on the encryption time
between these two schemes is similar to that shown in Fig.4a.
Specifically, the time of constructing the ciphertext of an
OR gate’s child(which is the additional ciphertext) is a little
less than constructing the ciphertext of one attribute. This
important difference leads to the fact that, Our scheme has
a bigger advantage over the original one when the number
of messages grows to a high value.

In decryption phase, one attribute can be enough for each
OR gate. Concretely, the decryption consists of two step-
s: computing the secret on root node by decrypting one
leaf node, and using the secret to compute the decryption
key. Since our scheme only introduces a small amount of
additional cost in the first step, the difference between their
decryption time is not significant.

The above results show that even in the bad cases, our
scheme doesn’t introduce too much extra overhead.
9. CONCLUDING REMARKS

Motivated by the fact that there usually exist duplicate
access structures in the application of CP-ABE scheme to
cloud access control systems, in this paper, we proposed new
ciphertext deduplication techniques. Our proposed tech-
niques reorganizes the construction of the access structures
and reuses the duplicate structures. We apply our proposed
deduplication methods to an existing CP-ABE scheme [27]
and give an instantiation of ciphertext-deduplicated CP-
ABE scheme. To better assess the performance of our pro-
posed scheme, we implemented the modified CP-ABE scheme
and conducted a series of experiments. The experimen-
tal results validate our analysis and demonstrate that our
proposed scheme achieves good performance. For our fu-
ture work, we will try to implement a lightweight source
code control system with fine-grained access control using
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our proposed deduplication techniques. Another interesting
open problem is how to enable deduplication on ciphertexts
under LSSS model.
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